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Why simulate CPS?
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The Worst Computer Bugs in History: The Ariane 5
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July 22 = @NEWS Q
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the consei
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Finding Software Bugs

Careful Thorough Extensive
Design Review Testing
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Limitations of Isolated Testing
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Flawed Hardware Different
Interfaces Capabilities Execution
Unknown Time
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Full-System Simulation
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Challenges for CPS
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Sensor Effect of Synchronization
Simulation Actuators
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Simulating CPS
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The Physical Interface

>
Request Sensor Reading
<
Current Sensor Signal
>
Set Actuator Value
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Simulating CPS
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Challenges of Physical Simulation

Continuous Complex Modeling
Domains Equation Problem
Systems
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Simulating CPS
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* ArduCopter is a well-known UAV Controller

* Highly configurable sensor & actuator

selection

* Runs on various platforms, including Linux

 Can be executed inside gemb
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Simulating CPS
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Device Emulator

G Get measurements from the physical simulation

e Check how the sensor signal relates
to measurements

Invert the computation

223

, = | (¢ = 2000)- + (. - 28

6

13.08.2025 Gideon Mohr

MAX PLANCK INSTITUTE
FOR SOFTWARE SYSTEMS

MS5611-01BA03
Barometric Pressure Sensor, with stainless steel cap

Start
Maximum values for calculation results:
Pygy = 10mbar  Pyyu = 1200mbar

Tun = -40°C Ty = 85°C Tagr = 20°C

Read calibration data (factory calibrated) from PROM
N . . size!" Value Example /
Variable | Description | Equation varablo e | oy — — Tymieal
ct Pressure sensitivity | SENS; unsigned int 16 16 0 65535 40127
c2 Pressure offset | OFFy, unsigned int 16 | 16 [ 65535 36924
c3 Temperature coefficient of pressure sensitivity | TCS unsigned int 16 | 16 0 65535 23317
c4 Temperature coefficient of pressure offset | TGO unsigned int 16 |16 [} 65535 23282
cs5 Reference temperature | Tqer unsigned int 16 16 o 65535 33464
c6 Temperature coefficient of the temperature | TEMPSENS unsigned int 16 16 0 65535 28312
v
Read digital pressure and temperature data
[or [ Digial pressure value [ unsigneaintaz | 24 | [) [ 16777216 | [ sossaes |
I3 | Digtal temperature value [ unsignedintzz [ 24 | 0 | terrrate || sseotso |
I
| SRR AITAr S @
— Difference betwe@R"actUAIdhd reference temperature
AT Toiterence Getwegeractual apd raferencs tem @
o perature 8,
ar "gﬂ “I" sy oY% s p&s | 16776960 16777216 2366
S W - Tpee = D2 =€5* 2
TEMP oo N o signed int 32 I 4000 8500
e R eRiaT et e rature (-40-—-85°C with-0-01°C resolutigH)®
NG efattf 4900 -WHR-U-04 i o)
TEMMP 2000 AT > * 23
i ‘&Ic\faﬁt&lﬂbem&k‘jﬁﬁp&%@ﬁs?ﬁa 68+eF 6672
Offset at actual temperature ¥/
FF 7 4 41 E: 724 1288470528 2420281617
o OFF ~OFFrr s 00 A 2 C2+2"+ G4+ Ty 2 signed it 6 8589672450 | 12884705280 02816
Sensitivity at actual temperature ;
SENS | SENS =SENS;,+TCS*dT=C1 2% 1(C3 " dT)/2* sionedint64 | 41
Temperature compensated pressure (10...1200mbar with 100009
P 0.01mbar resolution) signed int 32 58 1000 120000
P =D1* SENS - OFF = (D1 *SENS /2°' - OFF) /2" = 1000.09 mbar
( Display pressure and temperature value )
Notes
U] Maximal size of intermediate result during evaluation of variable
7] min and max have to be defined
9] min and max have to be defined
] min and max have to be defined

1S5611-01BA03 06/2017
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Simulating CPS
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Y LINK

MICRO AIR VEHICLE COMMUNICATION PROTOCOL

* Lightweight messaging protocol

* ArduCopter sends STATUSTEXT messages
during startup

e Ground Control Station sends commands to
arm & takeoff
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Simulating CPS
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Evaluating the CPU

1

loop_rate(t') = T

0.99 - +0.01-(t' —¢
loop_rate(t) ( )
400 12 I I I I T T T T T
— Altitude with 5GHz
360 10.5 H—— Altitude with 1GHz 1
— Altitude with 0.5GHz
320 ol
280
N —_ s
T 240 g 7.5
9L )
S 200 ERER
o =
S 160 < 45t
S .
120
Reference (400 Hz) 3T
80T —— Measured loop rate with 5 GHz
40 b —— Measured loop rate with 1 GHz L5t
—— Measured loop rate with 0.5 GHz
0 3 6 9 12 15 18 21 24 27 30 0 3 6 9 12 15 18 21 24 27 30
Simulated Time (s) Simulated Time (s)
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Multiple CPS

YMAVLINK CoPTER
ﬁ‘ﬂ a“ 9“
Ethernet Ethernet Physical
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IMAVLINK COPTER
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Impact on Slowdown
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3600 x x x 1 I . r
—%— Average Slowdown —%¢— Physical Interface
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3900 F 0.9} Memory Interface
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Slowdown in SITL

3600 x x I 800 I : r
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Limitations
No support for Limited message size

manual inputs 6 6

Sensors and actuators are
assumed to be the only point of
interaction with the environment
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The Perfect Solution?

5 n

m Reproduce issues r() Simulate many situations
\

reported by users continuously in development

Evaluate specific edge-cases
on specific configurations

Provide formal
correctness guarantees
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Takeaway
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Can help to detect issues
early in development

Applicable to different
types of CPS

Cannotreplace
other simulators

High slowdown

Questions?
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Lines of Code

FOR SOFTWARE SYSTEMS

Component i;igglr;;:nng Lines of Code
Physical Interface Definition | C++ 182
Gazebo Plugin C++ 868
Custom Kernel Module C 547
Device Emulator C++ 2778
Drone Definition XML/SDF 794
World Definition XML/SDF 174
Simulator Definition Python 98
Experiment Script Python 92
Gazebo Logger C++ 331
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