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The Need for Hardware-Software Leakage Contracts

Independent of
microarchitecture

Program securely
using the contract

No guarantees
about side
channels

Captures possible
information leakage
at ISA level

High-level language

High-level language

Instruction Set Architecture (ISA)

Leakage Contracts: ISA + Instruction-level leakage specification
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Takes multiple
cycles

Instruction level
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Defining a Space of Contracts

Instruction Register names
type & values

Condition on Leakage Part of
ISA state the ISA state

Composition of
multiple contract
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Immediate Memory addresses

Applies to Leaks a property of
values & values

instructions of a the instruction’s
certain type iInputs

Synthesizing Contracts from Simulation Results
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Experimental Evaluation
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